Encrypting a USB drive in MacOS Page 1 of 5

How to encrypt an external USB drive using Disk Utility in MacOS

To apply encryption to a USB drive there are two steps:

l. Backing up the contents of the drive
1. Formatting the USB drive with Encryption

Back up the contents of the drive

1. Pluginthe USB drive you want to Encrypt.
2. Open the USB drive in Finder, select the files to back up and copy them from the Finder edit

menu.
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3. Create a folder on the Mac local Hard Drive (you can name it “Backup”) - this is where you will
back up your copied files to. Then, from the Finder edit menu, paste the items in the folder you

created.
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4. Make sure all your files have been copied to the folder as the encryption process will wipe the

USB drive.
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Format the USB drive for encryption

1. Go to Applications > Utilities > Double-click Disk Utility.
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2. Select your USB drive and then click on the Erase tab.
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3. Give a name to the USB media and choose Mac OS extended (Journaled, Encrypted) from the
Format menu.

== °  Erase "Generic Flash Disk Media”?

] Erasing "Generic Flagh Digk Media” will delete all data
stored on it, and cannot be undone. Provide a name,

choose a partition map and format, and click Erase to

proceed.
Name: [USB to Encrypt ]
Format: | Mac OS Extended (Journaled, Encry... E
Scheme: GUID Partition Map ﬁ
Security Options... Cancel Erase

4. Enter the password you will use to access the USB drive once it is encrypted and click on
Choose.
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5. Press the Erase button to start the encryption process.

‘BE=m | FErase "Generic Flash Disk Media"?

y Erasing "Generic Flash Disk Media” will delete all data
stored on it, and cannot be undone. Provide a name,
choose a partition map and format, and click Erase to
proceed.

Name: | USB to Encrypt
Format: Mac OS Extended (Journaled, Encry... a

Scheme: GUID Partition Map ﬁ

Security Options... Cancel Erase

The disk will take a few minutes to format and encrypt. The time taken will vary depending on the size of
the disk.

‘=== ' Erasing "Generic Flash Disk Media” and creating "USB
. to Encrypt”
Creating the partition map

» Show Details

6. Once the encryption process is finished, unplug the USB drive and plug it in again, you will notice
that this time you will be asked for a password to access the drive. Your device is now
encrypted.

- Enter a password to unlock the disk "USB
Tﬂ; to Encrypt”.
Password: |
Remember this password in my keychain



